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Installing on a Non-DCRI Windows Computer

Overview

If you are away from a DCRI facility and you need to access DCRI/Duke network resources, the recommended remote access
option with a PC (desktop or laptop) is AnyConnect from Cisco Systems, a Desktop application in the DCRIconnect family. This
quick reference card (QRC) summarizes how to install Cisco AnyConnect on your personal Windows computer.

About AnyConnect m A —

With this Virtual Private Network (VPN) application, you can use

5
. “Ia\ Login
your own personal Windows computer to access remotely: e ’
Please enter your usemame and password.
* Resources on the DCRI Intranet and protected web USERNANE
applications and websites, such as EPM Time Card, secure e s o
SharePoint sites, and shared network drives.

* (if applicable) Access a Virtual Machine (VM), or a DCRI-

issued Windows computer powered on in a DCRI facility. 3 Enter your NetID as Username, and then enter your

network Password.

4 1In the 2nd Password field (sometimes seen as Security Key),

Requirements . o
enter your Multi-Factor Authentication (MFA):

To access this service, you must have: D |F Enter into this ficld a Duo Mobile app code (by
* Windows 7, §, 8.1, or 10. tapping the app’s key icon), YubiKey code, or an
* A high-speed Internet connection (wired or wireless). unused SMS (Short Message Service) code. Otherwise, you

« A valid Duke NetID and working password are expected to enter one of the following words:

e Multi-Factor Authentication (MFA) enabled. For more
information, see http://library.dcri.duke.edu/dtmi/IT/
Remote/Q/MFA . .pdf.

* Enter phone to have the system call the top phone you
listed on the Duke Office of Information Technology (OIT)
MFA website. You can enter phone2 or phone3 to have
the system call the second or third phone on your list.

* Enter push to have the system push notification to the
Installing the Client Software Duo Mobile app on the top smartphone or tablet you
listed in the OIT website. You can enter push2 or push3

Do not use Windows Internet Explorer 11. The following shows ] ) )
to send to the second or third device on your list.
the steps completed on Google Chrome.

* Enter sms to have the system send some passcodes. Enter

Important! The installer first attempts to load the client one of them into this field to authenticate this session.
software automatically. It is normal for this automatic process

to fail, and you will proceed with a manual installation. 5 Click Login and (if needed) complete your MFA verification.

6 On the Platform Detection page, go ahead and interrupt the

1 Point Chrome to connect.dcri.org. countdown by clicking the Download button.
The DCRIconnect portal page opens. 'é'l's'ég' AnyConnect Secure Mobility Client

D c R I p‘ WebLaunch Platform Detection
‘Web-based installation is not supported with 64-bit
Connect Platform versions of IE. Please retry with the 32-bit version of IE.

" Detection Continuing in 17 seconds.
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Cisco AnyConnect is the DCRI's
s art by

e al
s web ac | ema
n OFFICE 365 OFFICE 365 offers convenient web access to a DCRI email

2 Click the Cisco AnyConnect icon, name, or link.

The Cisco SSL VPN Service page appears. Help | | Download
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7 When the following message appears, click the Windows 12 Read the agreement, select the I accept the terms in the
Desktop link. License Agreement radio button, and then click Next.
il —
'clls.clo. AnyConnect Secure Mobility Client The Ready to Install page appears.
i) Cisco AnyConnect Secure Mobility Client Setup *
. . Ready to Install e
f'w, WebLaunch Manual Installation The Setup Wizard is ready to begin the Typical installation 2 - |
\Web-based installafion was unsuccessful. If you wish to h
Platform install the Cisco AnyConnect Secure Mobility Client, you )
- Detection may download an installer package. e L
Install using the link belowr
| - Java Detection Windows Deskiop
Alternafively, retry the automatic installation
The system loads the
Advanced Installer
the .exe file for the E anyconnect-win-E ..... exe <Bacc Cancel
application into your
Downloads folder. You can follow the process in the lower 13 Click Install.
left part of the gray bar across the bottom of the screen. The installation process will take several minutes.
8 When the download is complete, open this .exe file. 14 1If a User Account e — =
&
A confirmation Gpen P ~Securty Waining = Control message 7, Hlated e L el
message appears. Do you wantto e i fle? appears, click Yes. g sane b i i
Potrtnar Amdare
Name: ..s\ar ct-win-3.1.05152-web-deploy-k9 . T4 pripm e
9 This is a good time W) e e Important! This
Type: Application T S e ™
to close the browser From: C:\Users\Heck\Downloads\anyconnect-win-3.10... message could be hldlng -
. L. . . Chatot mbe B nokf i Igan
window: it is no longer behind a window.
needed and can get in (7 s efors oo el A bar shows the progress of the install.
the Way, @ F‘ Vhile files from the Intemet can be useful, this file type can
L 2 matn:;\ny“z:gm;:gmer Oy run softwars from publishers Status: Reg ;
10 Click Run.

The Welcome page to the installation wizard appears.

Note: If a message appears, telling you a software component

1) Cisco AnyConnect Secure Mobility Client Setup X
R failed to register, click Retry.
# & - Welcome to Cisco
¢ i | AnyConnect Secure . . .
i |
e Mobility Client Setup 15 When the final page appears, click the Finish button.
% ;"" Wizard
= ) Cisco AnyConnect Secure Mobility Client Setup X
The Setup Wizard will install Cisco AnyConnect Secure
-”—," | Mobility Client on your computer. Click Next to i
S e continue or Cance! to exit the Setup Wizard, ) )
g‘:é', r 4 2 Completing the Cisco
i "X 'y %" AnyConnect Secure
Y 2w /.’- | s Mobility Client Setup
y - = o :
' - e Wizard
| =
Il = I\ Click the Finish button to exit the Setup Wizard,
L
Al -
<Bock Gonee iy
B o

11 Click Next. |
The End User License Agreement page appears.

oot o

1) Cisco AnyConnect Secure Mobility Client Setup

End-User License Agreement "

Please read the folowing icense agreement carefully

The installation wizard closes.

Supplemental End User License Agreement for Cisco Systems = 16 Proceed to the Cisco AnyConnect: Fundamentals on a Non-
‘AnyConnect Secure Mobility and other related Client
Sofware DCRI Windows Computer QRC.

IMPORTANT: READ CAREFULLY
This Supplemental End User License Agreement ("SEULA") contains
additional terms and conditions for the Software Product censed
[under the End User License Agreement (EULA'") between You o

(@)1 accept the terms in the License Agreement
(1 do not accept the terms in the License Agreement

Advanced Installer

= o=
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